CASE STUDY

Global Financial Institution
Enables Anti-Money
Laundering with Starburst

Summary
One of the world’s leading investment banking and financial
services companies accelerates money laundering detection
and prevention by retrieving data of suspicious activity
instantaneously through Starburst’s query engine.

Background
As one of the largest banking and financial services corporations

Millions of dollars saved in
averted fines
Billions of dollars of potential
fraud activity prevented
Instant access to analytics across
100+ countries

in the world, this company’s mission is to help make financial lives
better with modern financial solutions to contribute to a growing
economy. The multinational investment bank serves millions of

Petabytes of data queried where
it resides

people and institutions in over 100 countries.
Banks are typically associated with the customer services
they provide, such as checking and savings services, loans and
financing, investment management, etc. However, as worldwide
banks mediate millions of transactions per day, these institutions
are at a high risk of financial crimes. It is estimated that 2–5% of
the global GDP (or between $800 billion to $2 trillion US dollars) is
laundered globally every year. If undetected, banks are subjected
to heavy fines in the millions – and sometimes billions – of dollars.
Naturally, Anti-Money Laundering (AML) Policies have become
a critical component of every financial institution in order to
monitor, prevent, and detect illegal funds from coming in and
being disguised as legitimate income.

Reduced time-to-insight for AML
detection and investigation
Improved regulatory compliance
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Anti-Money Laundering Challenge
Complex Regulatory Environment
AML regulations are constantly changing to keep up with money laundering trends. Financial institutions have to stay on top of the rapidly
changing regulatory landscape to monitor increasingly sophisticated money laundering techniques.

Data Sovereignty Regulations
On the other hand, data sovereignty regulations present a barrier to monitoring illegal activity: each country has its own data privacy
regulations. In certain countries, regulations prevent banks and institutions from taking data out completely. Without the proper access
to account data, it becomes extremely difficult to identify a bad actor or institution.

Data Duplication and Lengthy AML Investigations
With millions of transactions to monitor daily around the world, and a wide range of products and services offered, the detection of
illegal activity becomes increasingly complex. For this financial institution, the amount of data that needs to be collected and stored is
enormous. With their data archived in multiple regions around the world, data duplication was costly, access to data was challenging and
time consuming, and as a result, the bank wasn’t able to meet the time-based demands required by government regulators, such as the of
the Office of the Comptroller of the Currency (OCC).

Starburst AML Architecture
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Big Data Analytics: Leading the Fight
Against Financial Crime with Starburst
As the bank started to build out its data lake as part of its data mesh journey, they wanted to replace Apache Hive to modernize their
Hadoop stack. With Starburst, the bank can access data from anywhere using Starburst, without needing to duplicate or move it. Not
only does this solve the challenges around timely access to data, but it also solves the problem of data access from countries with strict
data sovereignty rules. “Many of the challenges will no longer exist as we are not moving data out of another country or reading any
personal information,” says the Head of Anti-Money Laundering at the multinational bank.

Starburst Enterprise
After deploying Starburst Enterprise, the multinational bank is able to improve detection of money laundering, reduce the number of
false positives, deliver timely and actionable insights to AML investigators, stay ahead of ever-changing regulations, and reduce costs.

Enhanced money laundering detection models

Data governance to lower compliance risk

Each time a new financial product is created, the team

With government regulations for AML constantly evolving

identifies the AML risks associated with the product and

with modern money laundering trends, Starburst’s

creates a machine learning model to prevent and detect the

federated computational governance ensures continual

illegal transactions. Starburst allows AML data scientists

compliance and data security.

to rapidly test new models, update existing models, and
profile new data. The more intelligent models increase the

Reduced costs

efficiency of the alert investigation process. In the future,

Less data duplication and quicker time-to-insight results in

the machine learning models will access all historical and

cost savings. The cost of investigations is also lowered by

present data sets to constantly train and improve the model

putting more complete data in the hands of investigators,

in real-time.

which reduces the rates of false positives.

Timely and actionable insights

Reduced risk of fraud and regulatory fines

Previously when investigators needed more information on

Access to big data and big data analytics (in partnership

a case, they had to ask the monitoring team to copy and send

with Tableau) helps the financial institution address fraud

extracts of information from multiple physical warehouses.

more effectively to better monitor transactions and make

Once the data was available, access was further delayed due

decisions effectively. This reduces risk of fraud, and

to the poor performance of Apache Hive. With the built-in

subsequently reduces the risk of penalty for AML violations.

infrastructure of Starburst, the investigations team can access
AML data in near real-time and across multiple data sources.
Starburst Enterprise has enabled real-time analytics on a massive scale to meet the growing threats from financial fraudsters. Faster
query performance, seamless federated queries, and rapid access to new data sets all contribute to shorter AML investigations.

“

I’ve talked to a lot of vendors over the last 18 years, and nothing came close to what Starburst can do. This is
something we had been looking for some time and I’m very happy that we found Starburst.
- Head of AML Technology

Copyright © 2022 Starburst

STARBURST.IO

